important factor for the development of software testing methodologies for heterogeneous software and contributes to the progress of software testing as a scientific discipline.
This special issue aims at bridging the gap between theory and practice in TA in order to improve the current state of practice and to foster innovative research in the area. It invited extended versions of best papers from the ICSE 2018 Workshop on "Automation of Software Test" (AST 2018), held in Gothenburg, Sweden, in June 2018, as well as other relevant works through an open call-for-papers. Among the eight submissions that answered our call, following the rigorous journal reviewing process, four papers have been finally selected that focus on recent but solid work with promising results. Two papers are directly related to the application of AI and ML in test automation, while two other papers address the topic of TA in domains that are anyhow AI-relevant, such as rule-based and mobile systems.
The first paper "An Automated Model-based Testing Solution for Access Control Systems" reports on the systematic testing of access control systems, known as Policy Decision Points, of which the decision rules are specified in XACML, a standardized declarative access control policy language in XML syntax. Rules are often used in AI expert systems to represent the knowledge base of an agent. The paper provides the XACMET approach that translates an XACML specification into an XAC graph, from which access request values are derived to systematically cover the decisions paths contained in the graph. In addition, the approach derives the decision outcome for each request by interpreting the policy rules and policy combination algorithms. This decision outcome serves as an oracle in testing. The approach is evaluated and compared in terms of coverage with the earlier X-CREATE approach by the same research group using several realistic policy specifications.
The second paper "Virtualization of Stateful Services via Machine Learning" proposes an approach to create stateful service mocks using two different machine learning techniques to support testing, which were evaluated and compared on three case studies. The comparison included MINT that is an EFSM inference tool, adopting the classification and sequence-tosequence-based machine learning algorithms. The work addresses interesting research on service virtualization for supporting the testing of systems with service-oriented architectures.
The third paper "Planning-based Security Testing of Web Applications with Attack Grammars" contributes to the security testing of web applications, proposing to apply AI techniques to test common XSS and SQL injection vulnerabilities. The idea consists of automatically deriving test cases that mimic unexpected user sequences and input values for detecting those vulnerabilities. In particular, the authors use planning models for both generating potential attacks (which are abstract test cases expressed in PDDL) and then deriving attack vector models that can be translated into concrete test cases using a defined attack grammar as reference. The implemented framework is evaluated on the OWASP Mutillidae 2 Project.
The fourth paper "Sentinel: Generating GUI Tests for Android and Android Wear Sensor Leaks" focuses on the automated generation of test cases for apps that run on the devices powered by either Android or Android Wear. It is somewhat less relevant with AI; however, some people consider wearable computing a part of AI. The key goal is to generate tests that can identify parts of a code base that fail to disable sensors that are not needed. Using both Android and Android Wear apps, the authors conducted an experiment with a testing tool called Sentinel. The results suggest that this tool can highlight a small subset of GUI event sequences that are likely to lead to a mobile device excessively draining its battery because its app software did not correctly disable unused sensors. The technique is based on the identification of patterns of callback sequences that could possible lead to a sensor leak.
Overall, we hope that this special issue will stimulate new and continued research on test automation for software in general and the application of AI/ML to test automation and to automate the testing of AI/ML systems in particular.
Publisher's note Springer Nature remains neutral with regard to jurisdictional claims in published maps and institutional affiliations.
Dr. J. Jenny Li is a professor of School of Computer Science at Kean University. Before joining Kean, she was a lead research scientist at Avaya Labs Research, formerly part of Bell Labs Research. She has published over 100 peer-reviewed papers and she holds 20 patents. Prior to Bell Labs, she was a research scientist at Bellcore, now Applied Communication Sciences. Her current research interest is in AI and Machine Learning with the emphasis on its applications to software engineering, cybersecurity and health science. Dr. Li is a senior member of IEEE, a member of ACM and a chapter official of PKP. She is the founder of Kean ACMW chapter. She is the recent recipient of NCWIT undergraduate research mentor of the year 2018, a rare honor with one faculty member selected each year nationally.
Dr. Andreas Ulrich works as an in-house consultant and technology adviser at Siemens AG, Corporate Technology in Munich, Germany. His main task is to support Siemens business units in coping with changes in software technologies and software development practices. The focus of his work is on software system modelling, verification and validation, and testing for a wide range of software systems, including embedded, cloud and control software. He is active at ETSI, where he has contributed to the development of test languages TTCN-3 and later he became one of the initiators and contributors of the Test Description Language (TDL). He has also authored and co-authored more than 40 peer-reviewed publications.
Dr. Xiaoying Bai is an Associate Professor at the Department of Computer Science and Technology of Tsinghua University. Her major research area is in software engineering, especially model-driven testing and test automation techniques in various software paradigms such as distributed computing, service oriented architecture, cloud computing, and embedded systems. She has been PI for many research projects funded by National Key Science and Technology Project, National Science Foundation and National High Tech 863 program in China, and collaboration with international companies like IBM and Freescale. She also involved as a key member in several Key Projects of Chinese National Programs for Fundamental Research and Development (973 program). She has published over 100 papers in the journals and international conferences on Software Engineering. She served various roles in many conferences including program co-chairs of SOSE'10 and COMPSAC'12, workshops at ICSM'09 and QSIC'10, OC at ICSE'18, and PC at a number of various conferences on Software Engineering. She is on the editor board of IJSEKE and SOCA and the reviewer of various international journals including IEEE Software, TSE, Scientific China, and JSS.
Dr. Antonia Bertolino is a Research Director of the Italian National Research Council (CNR), in Pisa. Her research interests cover software and services validation, testing, and monitoring, and on these topics she worked in several national and European projects, including the ongoing H2020 ElasTest. Currently she serves as Senior Associate Editor for the Elsevier Journal of Systems and Software, and as an Associate Editor of ACM Transactions on Software Engineering and Methodology, of Springer Empirical Software Engineering, and of Wiley Journal of Software: Evolution and Process. She served as the General Chair of the ACM/IEEE Conference ICSE2015 in Florence, Italy. She has (co)authored over 180 papers in international journals and conferences.
